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After First Gold Image..Customizing

Once you have a local user and a gold image working properly, let’s set up an LDAP connection which
will allow us to create an Active Directory configuration resulting in VERDE using AD Authentication.

e If youinstalled VERDE (rpm), access the VERDE server via ssh. type your AD server’s IP address
into the file entitled: /etc/resolv.conf. It should resemble the following:

@ roct@localhost:~

This allows VERDE and the Linux server to be “aware” of the Active Directory Server.

If you installed VERDEQS, you should have entered the AD Server’s IP in the VERDE menu
installation/configuration.

Now, access the Management Console. Configure an LDAP connection. The connection (I recommend)
should be verified at creation time. It is proof positive that you have a good connection to your Domain
server.

e Access the Management Console (MC)/Configuration/Administration/LDAP Connections

LDAP Connections

+ CREATE NEW

NAME ADDRESS LDAP SERVER TYPE PORT BIND USERNAME UPN SUFFIX BASE DN USE SECURE CONNECTIONS

e Pressthe CREATE NEW button in the upper right of the screen.
e The following is filled out with my Active Directory information.

o Name — A name you're giving to your LDAP connection. When users login to access
their guest image, they’ll enter it as <UserID>@LDAPName. So, make it simple, no
special characters, no spaces. Preferable all lower case. This is Linux.

o Validate LDAP Server — This allows VERDE to verify the credentials when you save this
configuration. It will find any errors you may have included.

o LDAP Server Type — We are using Active Directory. The other option is LDAP Server.

o Address — This is the Domain Server’s/Active Directory’s IP Address
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o Port—This is the port the LDAP Connection will use to communicate with the Domain
Server. If you have a secure connection, use port 636. Else, as we are doing, use port
389

o Bind Username — This is the AD/Domain userid who has access rights to JOIN images,

pcs, etc. to the Domain Server.

Bind Password — This is the aforementioned userid’s password

UPN Suffix — The Principal Name for the Domain

Base DN - Is the point from where a server will search for users

User Secure Connections — Check this if you are using port 636. If you are using port

389, uncheck this box.

O O O O

e Pressing SAVE, with the Validate LDAP Server checked, the connection is verified.

Create new LDAP server x

*indicates required fisld

*Name |yerdetest

Validate LDAP ¥
Server

*LDAP Server Type | Active Directory ¥

*Address |152.168.0.12

*Port |zz3

*Bind Username |sdministrator
“Bind Password seesssssss

*Confirm Bind [sssssssses
Password

*UPN Suffix Ihadrian.net

*Base DN |pc=hadrian,DC=net
NT4 Domain Name

Use Secure ||
Connections

SAVE CANCEL

s
e Given the previous screen shot, here’s a screen shot of my Domain/AD:
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FileZilla
Client

: Active Directory Users and Computers

File Action View Help

4| T

FBIXEC HE PaETER

Computing

: Active Directory Users and Com
| Saved Queries
v F3 hadrian.net
| Builtin
| Computers
2| Domain Contrellers
| ForeignSecurityPrincipal:
| Managed Service Accour
| Users
o | VERDEPC

(L

Mame

E._;DefaultAccnunt

%Denied RODC Password Replication Group
EE,DnsAdmins

%DnsUpdateF’rDX}r

EE,DDmain Admins

%Domain Computers

%Domain Controllers

%Domain Guests

EE,DDmain Users

EE,EnterpriseAdmins

%Enterprise Key Admins

%Enterprise Read-only Domain Controllers
%Group Policy Creator Qwners

E.;Guest

EE,KeyAdmins

%Protected Users

EE,RAS and A5 Servers

%Read-only Domain Controllers

E)Robin Purviance

EE,Schema Admins

Type
User

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

User

Security Group...
Security Group...
Security Group...
Security Group...

User

Security Group...

Description

A user account manac
Members in this groug

DMS Administrators G|~

DMS clients who are p
Designated administre
All workstations and s
All domain controllers
All domain guests

All domain users
Designated administre
Members of this grou)
Members of this grou|
Members in this groug
Built-in account for gu
Members of this grou)
Members of this grou)
Servers in this group ¢

Members of this grou)

Designated administre

k

RICh SEVETSon

e Asyou can see, | have defined an Organizational Unit (OU) entitled VERDEPC ... | have a user
entitled Robin Purviance all in my Domain “hadrian.net”.

e Given my Domain setup, let’s access the MC and define our AD connection.

e Go to MC/Configuration/Sessions Setting and press the CREATE NEW button up the upper right
of the screen.

e Provide a name. My name is AD2048NAT... Active Directory, 2048 RAM, NAT’d networking.

O

Desktop Name Prefix - Type in a simple naming convention for your images (don’t
exceed 5 characters) in the Desktop Name Prefix. The images that use this Session
Setting will all contain this prefix in the name. This makes it much easier to identify
images in the LiveSessions list of sessions.

AD Domain Name FQDN — The is the actual Domain Name
OPTIONAL** AD Organizational Unit (OU) — This allows for a faster search through the
Domain OU. Take note to the order this is written. The furthest point down the Domain
tree is stipulated first (OU=VERDEPC). If there was a higher level, it would be next
(OU=SECONDIevel). Finally, the Domain Name (DC=hadrian,DC=net)
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o AD Administrator Username — This is the AD/Domain user who has access rights to join
an image, pc, etc. to the Domain. Usually, this will be the same userid used in the LDAP
Connections configuration.

o AD Administrator Password — The aforementioned userid’s password

o Confirm AD Administrator Password — Confirmation of the previous password.

Create new Session Settings Object ®

*indicates required field
*Name: |ap204sHAT

Description: | P

GOLD IMAGES

Cache 10 &

SYSTEM NETWORK SECURITY PROTOCOL usBe ACTIVE DIRECTORY ADVANCED RESOURCES

APPLICATION LAYERS SETTINGS VALUE

Desktop Name Prefix
DESKTOP POLICY

AD Domain Name FQDN adrian.net

SETJE:?SRTTIEI;J Optional: AD Organizational Unit (OU),

ex: Ol=test,DC=example,DC=com OU=VERDERC,DC=hadrian

ESSION SETTINGS AD Administrator Username (UPN) Administrator@hadrian.nel

AD Administrator Password

» PRE-LAUNCH

AR
]

Desktop Poals
‘Scheduled Launch
VM Execution

ORGANIZATIONS
SAVE CANCEL

Confirm AD Administrator Password

(@]
*indicates required field
*Name: |ap2o4snat
Description: | P

SETTINGS VALUE

Desktop Name Prefix |ROE|I |

AD Domain Name FQDM | |hadrian.net |

Optional: AD Organizational Unit (QU],

ex: OU=test,DC=example,DC=com |OU=VERDEPC'DC=hEd”En|

AD Administrator Username (UPN) |Pu:|ministratnr@hadrian.net|

AD Administrator Password | |

Confirm AD Administrator Password | |

e Press the SAVE button. This does not ensure your settings are correct. Only the LDAP
connection is verified at the time of its creation.
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o Now we can assign our image to our AD user. The ID I’'m using that was in the Domain Users is
“Robin”. To assign, once again, let’s go to Desktop Policy
e MC/Configuration/Desktop Policy
e Press the ADD RULE button

e | have filled it with the name robin@verdetest (verdetest is the name of my LDAP connection)

e Selected my Gold Image and Selected my AD2048NAT SessionSetting

verde T REmmmEm M VERDE Console

GOLD IMAGES Desktop PO“CY

Cache 10

Uss this table to determine which Gold Images and Desktop Pools will be sccessible by which users. Vou may enter multiple values in the User/Group column, ssparsted by commas (e.g. "t

APPLICATION LAYERS + Add Rule »®

*indicates required fiald

DESKTOF POLICY *User/Group Precede group names with "%,
1 Administrater . . B
Assignment Type ® Gold Image ) Desktop Pool ' Remote Access
= Gold Image [Win73z [glcbal] v
1 Zilocalverds Settings (CEZEtnal ¥
Win101509 i
Client IP Address Range| |
» PRE-LALUNCH —T
Deskiop Pooks in732 (glal
Scheduled Launch N T —_——  —
VM Execution robin
= LEHEEEARWS SN Deployment Modes
cReaNzATONS win76s R R A | (Searcn]
2 robinpurv(@verdelds)
= = Search Results:
Win732 (glol 0 Click "Select” in Search Results to add an applicaticn layer to the Selected list.
All Users Name Target OS Action
» ADMINISTRATION
Roles
Users flene
Groups
LDAP Cannections
» GENERAL SETTINGS Selected:
Q
Target OS Deploymant

e Save and you’re ready to log in as an AD user.

+ ADD RULE

1 robin@verdetest Add | x
Win764NEW VDI AD2048NAT Edit Remove
All Uzers Add

e Access the VERDE-Client as follows:
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4 @ VERDE Client
1 File Action

verde

Connection Server:

10.80.1.183

Lsername:

Password:

robin@verdetest

Login

Options == |
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